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A B S T R A C T

Over the past decade, the frequency and intensity of extreme weather events have significantly increased
worldwide, leading to widespread power outages and blackouts. As these threats continue to challenge
power distribution systems, the importance of mitigating the impacts of extreme weather events has become
paramount. Consequently, resilience has become crucial for designing and operating power distribution
systems. This work comprehensively explores the current landscape of resilience evaluation and metrics within
the power distribution system domain, reviewing existing methods and identifying key attributes that define
effective resilience metrics. The challenges encountered during the formulation, development, and calculation
of these metrics are also addressed. Additionally, this review acknowledges the intricate interdependencies
between power distribution systems and critical infrastructures, including information and communication
technology, transportation, water distribution, and natural gas networks. It is important to understand these
interdependencies and their impacts on power distribution system resilience. Moreover, this work provides
an in-depth analysis of existing research on planning solutions to enhance distribution system resilience
and support power distribution system operators and planners in developing effective mitigation strategies.
These strategies are crucial for minimizing the adverse impacts of extreme weather events and enhancing the
resilience of power distribution systems.
1. Introduction

High-impact low-probability (HILP) extreme weather events, includ-
ing hurricanes, heatwaves, wildfires, and more, are causing significant
socio-economic impacts on the power grid [1,2]. These events pose
severe challenges to the operation and supply of the electric grid,
affecting millions of customers [3,4]. For example, Hurricane Ian in
2022 affected approximately 2.7 million customers in Florida [5], while
Europe experienced an energy crisis during the 2022 heatwave, with
France witnessing a drastic increase in electricity prices, reaching a
record of e700/MWh [6]. In 2022, extreme drought and heatwave in
China caused a 50% drop in hydropower generation from 900 GWh to
450 GWh upstream of the Yangtze River. This led to extended power
outages in the Sichuan region, where 80% of electricity generation de-
pended on hydropower [7]. The unusually cold weather front witnessed
in Texas in February 2021 left more than ten million people without
power, causing a financial impact of about $4 billion on wind farms,
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significantly more than their annual gross revenue [8]. Iran experi-
enced a summer heatwave in 2021 with temperatures exceeding 122 F,
and a deficit of almost 11 gigawatts of electricity was reported [9]. In
2021, Hurricane Ida caused widespread outages in the Northeastern US,
affecting 1.2 million people, and it took almost fifteen days to restore
the electric power entirely [10]. In 2022, there were eighteen different
billion-dollar disasters in the United States alone, with an estimated loss
of approximately $172 billion [11]. Critical customers, such as hospitals
and transportation systems, endure substantial economic losses during
such calamities. Prolonged power outages also exacerbate vulnerabili-
ties in personal safety and security, highlighting the need to increase
grid resilience to extreme weather events.

A resilient system can withstand severe disturbances, recover
quickly to its normal operating state, and ensure uninterrupted power
supply. It is worth noting that power distribution grids account for
more than 80% of power outages due to disruptions caused by extreme
weather events [13]. Furthermore, due to the grid modernization
364-0321/© 2023 Elsevier Ltd. All rights reserved.
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Fig. 1. (a) Number of extreme events and trends in publications considering energy systems, power distribution systems, extreme events, and resilience since 1993 contained from
he Scopus database. (b) Different extreme events and their frequency every five years in the United States since 1993 [12].
Abbreviations

DER Distributed energy resources
DG Distributed generators
FOM Figure of merit
HILP High-impact low-probability
ICT Information and communication technology
MG Microgrid.
SA Situational awareness

initiatives, the bidirectional energy flow architecture of power grids,
and the increasing impact of extreme weather events, ensuring the
resilience of power distribution systems has become a pressing prior-
ity [14]. Although several questions and challenges remain, significant
research efforts have been devoted to understanding and improving
the resilience of power distribution grids. This review aims to com-
prehensively summarize existing research contributions in the field of
resilient power distribution systems and identify key areas for future
research, particularly in light of the anticipated increase in the fre-
quency and severity of natural disasters. Fig. 1(a) shows the increasing
number of research publications since 1993 on the impact of extreme
events on energy systems, specifically related to power distribution
systems. Fig. 1(b) illustrates the frequency of various extreme events
in the United States [12]. It should be noted that the increase in the
frequency of extreme events is not limited to the US alone and is
a global concern. The rise in publications reflects the urgency and
importance of addressing the resilience of energy systems to extreme
weather events. In particular, research on power distribution systems
gained prominence in recent years, with advances in controllable
distribution systems. Therefore, a comprehensive understanding of
current state-of-the-art resilience assessment and planning methods in
power distribution systems is crucial to realize practical implications,
including enhanced operational resilience, effective risk management
strategies, and informed infrastructure planning. This study also plays
an important role in forming the development of regulations, standards,
and guidelines related to resilience planning, emergency response, and
strategic infrastructure investments, which will allow policymakers,
industry stakeholders, and researchers to address the challenges posed
by extreme weather events effectively.

Table 1 summarizes some of the existing review studies on
resilience-related topics in different critical infrastructure systems,
including power distribution systems, and outlines their contributions
2

and limitations. These survey articles include related work on resilience
quantification and planning applied to different domains. A holistic
framework for the development of critical infrastructure resilience
interrupted by external and unexpected forces is discussed in [15]. The
described framework builds the foundation for resilience on a set of
resilience policies, considering the influences of policies on the damage
prevention, absorption, and recovery stages, and presents implemen-
tation methodologies. Similarly, in [16], a review of the resilience of
six critical infrastructures is presented, including electric, water, gas,
transportation, drainage, and communication networks. The resilience
of critical infrastructure elements and their main factors are studied
in [17] involving electricity, gas, information and communication
technology (ICT), and road transportation networks. The deployment
of deep learning techniques for critical infrastructure resilience is pre-
sented in [18]. Similarly, [19–25] presents a comprehensive review of
different critical infrastructure resilience, including, but not limited to,
transportation, geology, and water-distribution system. However, none
of the existing works specifically addresses resilience enhancement or
assessment methods for electric power distribution systems, including
the associated infrastructural and operational considerations.

In the domain of power systems, existing articles extensively cover
the resilience of the high-voltage bulk power grid [26–29]. How-
ever, there is a noticeable gap in discussing resilience considera-
tions for medium-voltage and low-voltage power distribution systems.
Bulk power grids and power distribution systems drastically differ
in structure and operation. Thus, the general understanding of the
bulk grid system does not translate directly to distribution systems
that require specialized analysis. Although some review works touch
on the resilience of smart grid infrastructures [30], resilience met-
ric and quantification [31,32], microgrid-based resilience assessment
and enhancement [33], resilience planning against extreme weather
events [36], and resilience assessment framework in power distribution
systems [37], there is a lack of comprehensive work which compiles
the major aspects of resilience analysis, quantification, mitigation, en-
hancement, and multidomain interdependencies in power distribution
systems.

Existing reviews on the resilience of the power distribution system
lack several key aspects. First, there is a lack of a systematic frame-
work for evaluating resilience. The existing works do not provide a
comprehensive process for resilience analysis, which is one of the most
important aspects for characterizing the resilience of any critical in-
frastructure, including power distribution systems. Furthermore, these
works do not highlight resilience metrics specific to power distribution
systems. Secondly, these review articles do not provide insight into the
interdependencies among critical infrastructures that can significantly

impact the resilience of the power distribution grid. The impact of
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Table 1
Comprehensive resilience study in the existing literature in different domains, their contributions, and limitations to alleviate the significance of this resilience study.

References Domain Summary Drawbacks

[15]

Critical infrastructure systems

Holistic frameworks for developing critical
infrastructure resilience

Missing distribution system resilience discussion

[16,17] Resilience assessment of multi-domain infrastructure
systems

Very little analysis on power distribution system
resilience, missing discussion of interdependencies

[18] Discusses the deployment of deep learning techniques
in critical infrastructure resilience

Missing thorough and focused analysis of
distribution system resilience, characterization, and
interdependencies

[19–25] Discusses critical infrastructure resilience including
transportation, geoscience, and water distribution
system

None of them have focused on electric power
distribution systems resilience and their in-depth
analysis

[26]

Bulk power systems

Discusses resilience enhancement strategies using
microgrids

Missing focuses of distribution system resilience,
resilience metric characterization, understanding
the interdependencies of the infrastructures

[27] Analyze a load restoration framework to enhance the
resilience of the power system against an extreme
event

Lacks metrics analysis, characterizing resilience,
and other resilience enhancement strategies

[28,29] Comprehensive studies on power system resilience
against natural disasters focusing on forecast models,
corrective actions, and restoration strategies

Missing characterization of resilience metrics

[30] Discusses the resilience and security of smart grid
infrastructures

Missing the interdependence and metric analysis

[31]

Power distribution systems

Comprehensively summarizes the distribution system
resilience assessment frameworks and metrics.

Lacks characterization of resilience and resilience
enhancement methods

[32] Discusses the definition, frameworks, resilience
frameworks development, etc.

Missing the discussion of critical understanding of
interdependencies for multi-domain resilience
assessment and enhancement

[33] Discusses resilience enhancement utilizing microgrids
in distribution systems and definitions of resilience

Lacks understanding of the resilience
characterization in distribution systems, other
strategies of resilience enhancements, and
understanding of the interdependencies

[34,35] Comprehensive study of resilience assessment on the
power distribution systems.

Missing resilience characterization, discussion on
interdependencies of critical infrastructures,
resilience analysis process, and enhancement
strategies
extreme weather events on one critical infrastructure can have a dras-
tic effect on the other, which can negatively impact the community.
Finally, the research gaps and limitations discussed in existing works
are broad, making it challenging to identify specific research directions.
This study aims to address these gaps and comprehensively review all
aspects of resilience in power distribution systems. This review provides
valuable information to the scientific and engineering community in ad-
dressing the resilience challenges posed by extreme weather events. The
discussions in this work underscore the critical role of resilient power
distribution grid in advancing the sustainable development goals (SDG)
of the United Nations, such as affordable and clean energy, sustainable
cities and communities, and climate action, thereby contributing to the
broader agenda of sustainable and inclusive development [38]. It is
important to clarify that this study is focused solely on the resilience
of the power distribution system and does not address other aspects of
the resilience of the power system. By narrowing the scope, this work
aims to provide a comprehensive analysis and practical recommenda-
tions tailored to enhance the resilience of power distribution systems.
Specifically, the major contributions of this work are as follows.

1. The conceptual necessity of modeling, quantifying, and enhanc-
ing the resilience of the power distribution system is detailed,
specifically in anticipation of HILP events, while also discussing
the significance of existing definitions and their relevance.

2. A characteristic representation of distribution system resilience
is provided. This includes classifying assessments into qualitative
and quantitative evaluations and attribute and performance-
based metrics. Furthermore, a systematic resilience analysis pro-
3

cess is detailed for power distribution systems.
3. A comprehensive survey of existing strategies to enhance the re-
silience of power distribution systems is presented. These strate-
gies are categorized into event forecasting, load prioritization,
situational awareness (SA), repair and resource allocation, and
utilization of microgrids and distributed energy resources (DER)
for resilience enhancement.

4. The interdependencies among power distribution systems and
various critical infrastructure systems, such as ICT, transporta-
tion, natural gas, and water distribution systems, are reviewed
for their impacts on the resilience of the power distribution
system.

5. Research gaps and potential opportunities for further exploration
in power distribution system resilience are identified and re-
viewed. These focus areas encompass proactive outage manage-
ment, long-term resilience investment frameworks, investments
in smart grid infrastructure, and modeling and forecasting the
impact of extreme weather events.

Fig. 2 shows the overview of the resilience assessment and planning
in power distribution systems, and the rest of the work is organized as
follows. Section 2 discusses methods to characterize power distribution
grid resilience and resilience assessment techniques. Different types of
resilience planning measures, standards, and operational procedures
are discussed in Section 3. Section 4 focuses on the interdependence of
power distribution systems with other critical infrastructures, followed
by the potential research directions for resilience assessment in Sec-
tion 5. Finally, Section 6 concludes the paper with a summary of the

contributions of this study to the scientific community.
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Fig. 2. The overview of resilience assessment and planning in power distribution systems.
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. Framework for resilience evaluation in power distribution sys-
ems

Resilience evaluation of power distribution systems is challenging
ue to the complex nature of distribution systems. Thus, it is crucial
o adopt a comprehensive approach that considers both qualitative
nd quantitative perspectives [39,40]. The resilience analysis process
s vital in assessing the system’s ability to maintain specific objectives
uring adverse grid conditions. Typically, the evaluation is quanti-
ied using some metric that aims to capture the system’s resilience.
owever, it is widely acknowledged that a single metric cannot fully
apture all the diverse resilience characteristics of power distribution
ystems [41]. This section provides a comprehensive framework that
xplores various aspects of power distribution systems resilience, eval-
ation approaches, analysis process, and assessment metrics, aiming to
acilitate a holistic understanding of resilience in power distribution
ystems.

.1. Resilient power distribution systems

The response of a power distribution system when impacted by
n extreme weather event is detailed in this section along with how
t affects grid resilience. Fig. 3 illustrates an overall response of the
ower distribution system, including some corrective actions after an
ILP event. The top left portion of Fig. 3 illustrates a general curve

o show the response of a system towards an event. The vertical axis
s the figure of merit (FOM) that accounts for the overall resilience of
he system, and the horizontal axis represents time. FOM can be the
umber of customers online, the number of connected components,
he electrical load fed by the system, etc. FOM is observed in every
nstance — before, during, and after an extreme event and is commonly
eferred to as the system’s resilience in this work. From Fig. 3, it can
e seen that the system’s resilience drastically decreases immediately
fter the event occurs. The appropriate infrastructure planning and
ardening measures can slow down the loss of system’s resilience.
hen the system approaches the emergency response stage, a system
ith planned infrastructure shows better resilience than the traditional
ne with limited or no infrastructural development. An adequately
ardened system with the knowledge of previous events that can ef-
ectively counteract the unwanted changes and restore the disrupted
ystem in the lowest possible time is assumed to have higher resilience
han the system that lacks these capabilities. Here, for the traditional
ystem, 𝐹𝑂𝑀− represents FOM before the event, 𝐹𝑂𝑀𝐷 represents
OM before any remedial actions are taken, and 𝐹𝑂𝑀+ represents FOM
4

fter corrective actions are taken. r
To strengthen the effective response of the system to an event
nd minimize the potential impacts and necessary investments, it is
ssential to have an efficient long-term plan. One such investment
s grid hardening [42], which refers to making physical changes in
ts structure, e.g., replacing overhead lines with underground lines,
levating substations to prevent them from being flooded, and so forth.
lthough the effective response of the system might improve with
lanning measures, the occurrence, impact, and location of events are
till not certain. Therefore, immediate corrective actions or emergency
esponses are needed during or after an event. Corrective action can
nclude dispatch of mobile energy resources [43,44], load shedding [45,
6], and intentional islanding [47–51]. Intentional islanding can ef-
ectively provide continuous supply to critical loads in the system
ith the help of distributed generators (DG) while isolated from the
ain grid [52–55]. While critical loads are islanded, the operators can
ispatch other generating units to pick up additional system loads.
ith improved impact modeling, the appropriate system response can

e proposed to counteract the negative effect of the event. As seen
n Fig. 3, all the impact modeling, long-term planning, and emer-
ency response processes are interconnected and work together to
mprove the resilience of the distribution system. Advanced distribution
anagement systems (ADMS) facilitate the interconnection of these
rocesses by continuously interacting with the distribution grid through
upervisory control and data acquisition (SCADA) [56]. Furthermore,
he system operators can directly communicate with the customers,
ho can provide additional information about power outages when an
xtreme event hits the grid.

.2. Qualitative and quantitative assessment of resilience

Qualitative assessment of resilience considers aspects of energy in-
rastructure, information systems, fuel supply chain, business structure,
tc. The capabilities of the system involved in the qualitative resilience
ssessment include preparedness, mitigation, response, and recovery.
ualitative resilience assessment frameworks can guide policymakers

n implementing long-term energy policies [27]. Existing work includes
umerous qualitative resilience assessment methods. For example, the
ork in [57,58] assesses the resilience of the system and the regional

evel using questionnaires, investigations, and individual ratings to
ddress individual, industrial, federal, and infrastructural resilience.

scoring matrix is developed in [59] to evaluate the functionality
f the system from different perspectives. The analytical hierarchy
rocess is employed in [60] to convert subject opinions into comparable
uantities, eventually aiding operational decision-making.

Quantitative assessment methods aim to numerically assess the

esilience of critical infrastructure systems such as the power grid [61].
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Fig. 3. Response of power distribution system during HILP events.
Specific to power distribution systems, many studies have been con-
ducted to assess system resilience quantitatively. The intrinsic char-
acteristics of resilience can be defined as stress resistance and strain
compensation. Later, the stress resistance is split into hardness and asset
health. In contrast, strain compensation is characterized by capacity
and efficacy [62]. Another way to measure the resilience in the electric
power grid that quantifies the efficacy of the recovery process is the
ratio of recovered functionality to the system [63]. The resilience
analysis process can be interpreted in multiple steps depending on time.
The indices include expected hazard frequency, initial failure scale,
maximum level of impact, recovery time, and recovery cost according
to stages. A functional description of resilience is obtained in terms of
initial failure scales, maximum impact level, and recovery time [64].
When considering extreme weather events, the resilience assessment
metric can be expressed as a function of the expected number of power
grid outages during the event, the probability of loss of load, the
expected demand not served, and the level of difficulty of the grid
recovery processes [65]. Similarly, other resilience measures emphasize
multiple system properties, including recovery time, loads not served,
etc., [66–70].

2.3. Resilience analysis process

This section briefly discusses and extends the resilience analysis
process, initially introduced for the 2015 quadrennial energy review
in [71]. The analysis framework evaluates the power system’s capacity
to handle potential future disturbances. It helps to prioritize planning
decisions, investment endeavors, and response actions based on this
assessment. In doing so, this study also highlights the available research
and techniques that concentrate on every aspect of the analysis pro-
cedure to define resilience goals for utilities, choose suitable metrics
that align with those objectives, collect essential data for the metrics,
and ultimately determine the optimal approach to making resilience-
based decisions. The conceptual framework and analysis process for
creating forward-looking resilience metrics, which are based on exten-
sive simulations that measure the impact on grid operations and power
delivery, are shown in Fig. 4. It provides a clear roadmap that outlines
the journey from establishing resilience goals to effectively achieving
them, with multiple interconnected components in between.
5

2.3.1. Resilience goals/objectives
The resilience analysis process starts with defining resilience goals.

The goal could be to improve the resistance and capability of a regional
electric grid to withstand extreme events, evaluate a utility’s investment
plan for resilience enhancement, reduce the cost of recovery (monetary
and time), ensure power availability to critical services, and/or reduce
the overall interruption cost. For example, in [39], resilience is defined
as the sum of the availability of individual critical loads during an
event. In [73–75], the focus is on optimal investment decision-making
capability to enhance resilience. Other studies have suggested various
indicators of resilience, such as the optimal duration for repairing
critical components [76], disruptions in the energy supply following
extreme events [77], the general delivery of essential resources and
uninterrupted power supply to critical customers after a disaster [78],
and the recovery of infrastructure and operations [79,80]. Table 2
summarizes these indicators, and a comprehensive list of examples
is available in [81]. These indicators can be instrumental in defining
resilience goals and developing relevant metrics to measure them.

2.3.2. Hazard characterization
The grid disturbance event could be initiated by various natural

threats. Several efforts have been made to create better ways to evalu-
ate the impacts of these threats. It is worth noting that different threats
to energy infrastructure vary in probability and impact. For instance,
a wind storm can cause significant damage to overhead structures but
may not impact underground systems such as cables and substations.
Consequently, it is critical to understand the hazard characterization as
part of the resilience analysis process. Hazard US (HAZUS) or CLIMate
ADAptation (CLIMADA) tool can be used effectively to model or sim-
ulate extreme weather events, including but not limited to hurricanes,
floods, and earthquakes [82–84]. When evaluating resilience against
multiple hazards effectively, it is crucial to consider two key factors:
(1) the probability of each potential threat scenario and (2) how the
intensity of an event maps onto the resulting consequences at the
system level.

2.3.3. Event to impact mapping
Once the onset of the event is identified, the next step is to use

the characteristics or attributes of the event to determine the impact
at the component level. Different components in the power grid have
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Fig. 4. The resilience analysis process — Setting up resilience goals, measuring resilience, and planning for resilience enhancement.
Table 2
Some widely used examples of the category of consequences and resilience metrics [72].
Category of consequence Resilience metrics

Electric service Total customer-hours of outage
Total customer energy demand not served
Average/percentage of customers experiencing a power outage during a specified period

Recovery Time and cost of recovery

Monetary Loss of revenue, cost of damages, repair and resource allocation
Loss of assets and business interruption cost
Impact on gross municipal/regional product

Community function Critical services without power
Critical customer energy not served
predefined thresholds (intrinsic property of a device) to handle the
subjected disturbances. These thresholds depend on the type of com-
ponent and the duration of exposure. Although the thresholds are not
directly measurable, historical data can be used to derive the failure
probabilities [85]. These component-level failure probabilities can then
be mapped to characterize system-level impacts. For example, a Monte
Carlo simulation approach can be used to assess the spatiotemporal
impacts of grid disturbances using fragility curves [86–88]. Grid distur-
bance theory and functional form modeling capture the spatiotemporal
effects of any possible scenarios [89]. Although functional models
can describe grid disturbance, event onset must be carefully analyzed
to demonstrate the most meaningful impact and responses. This is
crucial because different disruptive events can have varying effects
on a system, requiring specific strategies for resistance and recovery.
The work in [90] reviews some widely used impact models in energy
systems planning and operations due to extreme weather events.

2.3.4. Calculate consequence — performance measure and resilience met-
rics

In this stage of the resilience analysis process, the consequence
category is defined, which forms the basis for the development of
6

the metrics. Resilience metrics are then determined for each category
of consequences related to the technical, societal, organizational, or
economic impacts of an event. Some commonly used metrics are de-
mand/energy not served, recovery time and cost, load recovery factor,
revenue loss, and customers not served [91,92]. Other indices, such
as restoration efficiency, vulnerability index, degradation index, and
microgrid resilience index, are also widely studied [93]. It should be
noted that the impact of potential threats is dependent on the system’s
capacity to (1) anticipate, prevent, and mitigate them before being
affected by the event, (2) adapt to, absorb, and survive the threat
when it occurs, and (3) recover, restore, reconfigure, and repair itself
afterwards [37]. Since a single resilience metric cannot capture all
possible aspects of the threat response, these metrics are a function of
resilience goals, the operating conditions and intrinsic characteristics
of the system, and new investment planning initiatives.

2.3.5. Evaluate resilience improvements
Once the resilience metrics are established, the potential investment

for resilience enhancement is studied. Given limited resources and high
risk, resilience can be improved by focusing more on HILP events,
investment prioritization, and consequence management. These studies
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allow system analysts to decide on investments based on evolving
research to identify the most impactful decision in improving resilience
while minimizing long-term costs and stranded investment [94]. In
recent years, it has been realized that investments should focus on
quantitative analysis, the ability to incorporate the uncertainty of grid
disturbance, and bottom-up approaches where efforts for resilience
enhancement should start from the grid-edge [95].

2.4. Resilience metrics

This section details the desired characteristics of a metric defining
distribution system resilience and the categories of resilience metrics
for distribution system resilience planning. A metric is essential for
resilience planning, as it quantifies the impacts of potential HILP events
on the grid and helps evaluate and compare planning alternatives to
improve operational resilience [96–98]. Measuring progress towards a
more resilient infrastructure requires developing and deploying metrics
that can be used to assess infrastructure planning, operations, and
policy changes [57,99]. The resilience metric should focus on HILP
events, consider the likelihood and consequences of threats, and evalu-
ate the system’s performance. Furthermore, the metric should consider
the uncertainties inherent in response and planning activities while
quantifying the consequences of power grid failures [71,100].

It is incredibly challenging to adopt a unified metric that can
capture several contributing factors such as uncertainty, spatiotemporal
features of a threat, and intrinsic system properties to deal with possible
threats [101,102]. Current resilience measures can be classified into
two main types: (a) attribute-based metrics, which assess the attributes
of the power system such as adaptiveness, resourcefulness, robustness,
SA, and recoverability [37], and (b) performance-based metrics, which
evaluate the ability of the system to remain energized (commonly
referred to as availability [103]), often represented by the conceptual
resilience curve [104].

2.4.1. Attribute-based metrics
Attribute-based metrics are relatively simple in mathematical for-

mulation, and the required data collection is also easier than
performance-based metrics. The fundamental question that attribute-
based metrics aim to answer is ‘‘What makes the system more/less
resilient than other systems?’’. Attribute-based metrics are used to
provide a baseline understanding of the system’s current resilience
and are driven by the properties that increase the resilience of the
concerned system. The properties of the system comprise robustness,
resourcefulness, adaptivity, recoverability, and SA. For example, the
ratio of underground feeders to overhead feeders, the proportion of
distributed resources to critical consumers, the number of advanced
metering infrastructures/sensors, path redundancy, and overlapping
branches result in increased robustness, resourcefulness, and SA, thus
improving the resilience of the system to HILP events [39,105]. Some of
the widely used attribute-based resilience metrics are described below:

1. System robustness: This metric evaluates the ability of the power
distribution system to withstand shocks or disturbances without
failure. For example, the robustness of the system can be evalu-
ated based on the strength of the system infrastructure, such as
the resilience of poles, wires, and transformers to severe weather
events [87].

2. System flexibility: This metric evaluates the system’s ability to
adapt to changes or disturbances. For example, the flexibility
of the system can be evaluated based on its ability to manage
power supply and demand during peak hours, integrate renew-
able energy sources, and/or extract demand flexibility during
scarcity [106].
7

3. System redundancy: This metric evaluates the system’s ability
to maintain power supply even when one or more system com-
ponents fail. For example, redundancy can be evaluated based
on the number of backup power sources, such as generators
or batteries, available to maintain the power supply during
outages [107] or tie switches to utilize the power from the
feeder [78].

4. Customer satisfaction: This metric evaluates the ability of the
power distribution system to meet customer expectations during
and after disruptions. For example, customer satisfaction can be
evaluated based on the system’s ability to provide timely and
accurate information during outages and the quality of customer
service provided by the system’s operators.

The definition of resilience plays an important role in the evalua-
tion of resilience metrics based on the attributes of the system [71].
When forming the attribute-based resilience metric, the spatiotemporal
features of an HILP event on power distribution systems are also taken
into account [27,108]. The uncertainty associated with HILP events is
a critical attribute that is often represented using probabilistic mea-
sures [109]. These attributes, incorporated into the metric, are valuable
for decision-making in planning and policy-making processes [27,71,
101]. When utilizing attribute-based metrics, it becomes possible to
compare different systems, both with and without resilience enhance-
ment strategies. Attribute-based resilience enhancement metrics need
to be able to adapt to advances in technology, ensuring their continued
relevance and effectiveness.

2.4.2. Performance-based metrics
It is recommended that the grid resilience metrics are defined

based on system performance. They should be (1) forward-looking, (2)
quantify the consequences of disruptions, (3) incorporate uncertainties
that can affect the response of the system and planning decisions, and
(4) be flexible enough to use data from historical analysis and system
models [72]. Such performance-based metrics follow the approaches
in evaluating system resilience quantitatively. The performance of the
electric grid during major shocks, such as natural disasters, can be
described by outage frequency, the number of customers impacted,
outage duration, or a combination of these. The National Energy Reg-
ulatory Commission (NERC) published separate metrics to evaluate
system performance against reliability standards [110,111]. The grow-
ing occurrence of extreme events has emphasized the importance of
developing metrics to assess the performance of the power system
during HILP events. Eventually, entities are expected to appropriately
include all events that affect the power system, considering the event’s
probability and impact on the communities. Some of the widely used
performance-based resilience metrics are described below:

1. Energy at risk: Energy at risk is a metric that quantifies the
amount of energy that may not be supplied during extreme
events. It provides a forward-looking assessment of the potential
consequences of disruptions by estimating the amount of energy
that can be lost due to outages during extreme events [112].

2. Probabilistic assessment risk: Probabilistic assessment risk is a
metric that assesses the likelihood and consequences of dis-
ruptions due to various failure scenarios. It reflects inherent
uncertainties by considering the probability of various failure
scenarios and the potential consequences of these failures [86].
It can use historical analysis and system modeling to quantify the
likelihood of different scenarios and the potential consequences
of these events.

3. Flexibility margin: This metric measures the ability of the system
to respond to changes in demand and supply. It is forward-
looking and reflective of inherent uncertainties by assessing
the system’s ability to respond to unexpected changes in de-
mand and supply, especially during scarcity and emergency
conditions [113].
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Table 3
State-of-the-art– Resilience planning and enhancement strategies for power distribution systems.

References Resilience category Planning & enhancement strategy

[121]

Operational resilience

Load prioritizing
[122–128] Situational awareness
[79,129–138] Microgrids and DERs-based load restoration
[139] Mobile energy resources
[140–143] Deployment of soft open point technology

[144–147] Infrastructural resilience Remote units deployment
[44,148,149] Deployment of mobile energy resources

[150]

Both operational & infrastructural resilience

Smart distribution systems
[151–153] Repair scheduling, optimal switching, crew dispatching
[154,155] Networked microgrid
[156] Repair and restoration using DGs, switches, and crews
4. Restoration time: Restoration time is a metric that measures the
time it takes for the power system to restore power following a
disruption [114]. It is forward-looking and quantifies the conse-
quences of disruptions by assessing the time required to restore
service to customers. Historical analysis and system modeling
can be used to estimate the time required to restore customer
service in various scenarios.

A resilience performance curve is widely used to define
performance-based metrics [115]. Several studies have adopted a re-
silience triangle in the past to determine the system performance where
only two different states are presented [35]. Lately, it has been realized
that the one-dimensional character of the resilience triangle is not very
helpful and can only capture the recovery from an event. It is equally
important to capture other highly critical resilience dimensions such
as ‘‘how fast resilience degrades and how long the system remains
in the degraded state before the recovery stage’’ [108,116]. A con-
ceptual resilience curve has recently been used to assess and define
performance-based metrics [117,118].

In conclusion, performance-based approaches are commonly used
in cost–benefit analysis and planning studies to assess the advantages
and drawbacks of proposed resilience improvements and investments.
While attribute-based and performance-based approaches have distinct
definitions and can be used independently depending on utility pref-
erences, combining these approaches allows for a more comprehensive
analysis of grid resilience, considering the potential consequences of
disturbances. Attribute-based metrics provide a broad characterization
of grid resilience, while performance-based approaches assess tailored
options for enhancing resilience, integrating economic, social, and
regional factors. By combining attribute-based and performance-based
metrics, a baseline evaluation of resilience, recovery efforts, planning,
and investment activities can be effectively maximized, leading to
improved grid resilience [41,119]. Unlike these methods, some recent
works also explore a data-driven method, using publicly available
data, to characterize resilience in power distribution systems [120].
The methods for resilience quantification require data from utility
companies which is not publicly available, thus hindering the progress.

3. Power distribution system resilience – Tools for planning and
enhancement

The resilience enhancement of power distribution systems depends
on various tools and strategies. These include accurately forecasting
natural events, recognizing critical loads that require uninterrupted
power supply, maintaining situational awareness, and implementing
proper planning and restoration measures. The combination of these
measures and tools contributes to the overall enhancement of system
resilience. These measures can be further categorized into operational
and infrastructural resilience, as detailed in Table 3. The stages of a
resilience curve – avoid, react, and recover – are illustrated in Fig. 5,
indicating where these tools can be applied to enhance resilience [89].
This section details related work on critical measures and tools for
resilience planning and enhancement in power distribution systems.
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Fig. 5. Different stages of resilience planning and enhancement strategies.

3.1. Event forecast

Extreme weather forecasting helps utility planners make appropri-
ate operational decisions to reduce damage to the power grid. Recently,
advances in observation networks such as satellite remote sensing have
significantly improved the accuracy of short-term weather forecast-
ing models [157]. Additionally, advances in data analytics, accurate
weather modeling, and enhanced computing resources make extreme
weather forecasting efficient and reliable [158]. However, long-horizon
weather prediction is still an active area of research and requires further
consideration when used for infrastructural planning purposes. Never-
theless, with advancements in short-term predictions, utility planners
can take advantage of accurate event forecasting to make appropriate
operational decisions. These decisions may include resource scheduling,
dispatching crews and other resources for maintenance, and stock-
ing backup resources. Essentially, a weather-grid impact model can
be developed to understand and simulate the effects of an extreme
weather event on the power grid. The existing research on the weather-
grid impact model can be categorized into statistical and simulation-
based models. These models include a detailed modeling of power
systems, extreme weather events, damage assessment, and restoration
after extreme natural events [159–161].

3.2. Load prioritization

Hazardous incidents that impact the operation of the distribution
system disrupt the supply to critical loads, thus affecting grid resilience.
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To ensure a high level of resilience for critical infrastructures, federal
and state authorities are actively working to identify and provide
guidance for enhancing critical infrastructure security [162]. Critical
customers such as hospitals, fire departments, water suppliers, and
other emergency units are recognized and prioritized for the prompt
restoration of power supply within the utility’s service area. This un-
derscores the significance of enhancing the resilience of critical in-
frastructures through the increased availability of essential customers
and their critical loads. The objective is threefold: (1) facilitate a
rapid response to grid disturbances, (2) reduce the magnitude of harm
and challenges experienced by communities, and (3) accelerate the
restoration of critical functions [163]. Moreover, due to the significant
amount of grid outages caused by catastrophic events, it is impossible
to prevent threats to all assets. Therefore, prioritizing the critical assets
of the grid becomes a clear choice for utilities [81]. Critical loads
identification allows operators to selectively disconnect low-priority
loads and maintain backup resources within their generation capacity
while sustaining vital facilities for an extended duration [164,165].
In such cases, various advanced techniques can be employed to re-
store the prioritized loads while considering topology and operational
constraints, thereby enhancing the overall system resilience [166].

3.3. Situational awareness

It is crucial to have adequate SA of the system conditions for
effective and timely decision-making to counteract the impacts of the
HILP event [167]. Several incidents discussed in Section 1 illustrate
the severity when the system operators are not fully aware of relevant
information. Inadequate SA increases the probability that the system
enters the cascading blackout phase [122]. In light of these events,
several industrial stakeholders have significantly advanced information
systems to enhance SA. One key element of this is state estimation,
which is critical to enabling continuous and reliable monitoring and
control of the distribution systems, particularly in the presence of DER
penetration [168]. To date, the observability of the system downstream
of the substations is very limited. Only a limited number of utility com-
panies have implemented control room applications, including, but not
limited to, state estimation, topology identification, fault management,
and cyber attack mitigation [124]. Furthermore, it is unclear how to
adapt existing SA technologies from the bulk power system to power
distribution due to unknown network models, poor observability, and
incorrect measurements [169].

Nevertheless, advances in power distribution systems has brought
together various innovative technologies like digital relays, phasor
measurement units, intelligent electronic devices, automated feeder
switches, voltage regulators, and smart inverters for DER. These ad-
vancements pave the way for improved end-to-end awareness and
visualization of the network. Furthermore, the regular polling and
on-demand retrieval of customer interval demand data through the
advanced metering infrastructure contribute to enhancing the accuracy
of the online model for the distribution network [126,127]. The inte-
gration of advanced metering infrastructure information in SA tools
is supplemented with conventional SCADA systems, which provides
additional data to improve the system’s SA [170,171]. In the future,
most of the electric power grid will have installed communication
networks, intelligent monitoring, and distributed sensors along feeders
to provide additional data for an improved SA [172]. It is also envi-
sioned that such digital networks will ultimately lead to greater levels
of communication between the end-users, the utilities, and with other
physical infrastructures [173]. The use of drones and unmanned air
vehicles for damage assessments is also gaining popularity [174]. The
improved SA and increased automation in a smart grid paradigm will
assist the control room operators with real-time decision-making, thus
improving the grid resilience [175].
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3.4. Resilience planning and restoration

Resilience planning and restoration involve various strategies and
actions aimed at improving the ability of a distribution system to with-
stand and recover from extreme events. These strategies can be broadly
categorized into three main areas: long-term resilience investment,
short-term pre-event preparation, and post-event restoration.

3.4.1. Long-term resilience investment
Long-term resilience investment involves strategic planning to make

the distribution system more resilient to uncertain and extreme events.
This includes infrastructure reinforcements or system hardening meth-
ods such as installing underground lines, elevating substations, and
other upgrades to improve the system’s reliability and robustness [176–
178]. However, unlike transmission systems, distribution systems have
unique characteristics, such as radial topology, low redundancy, and
inability to incorporate DC power flow methods, which require specific
considerations in resilience planning [75]. Distribution systems have
received less attention compared to transmission systems, with limited
literature on resilient distribution system design [179–181].

Most of the studies in resilience planning and upgrades apply two
different types of modeling techniques, namely robust [75] and stochas-
tic modeling [182–185]. The scenario-based stochastic methods and
other network interdiction models facilitate optimal hardening strate-
gies in the distribution system [73–75,186]. In other works, DGs sit-
ing/sizing and automatic switch placement strategies are simultane-
ously formulated to minimize the overall expected cost [187,188].
However, with the growing need of resilience enhancement, investment
decisions should be based on HILP events rather than the expected
cost of several possible events. Furthermore, resource planning should
be carried out to fulfill the need for operational flexibility, and spe-
cialized power distribution system models should be integrated with
advanced operations [71,189]. Works have shown that sensing and con-
trol technologies can also be deployed in the planning phase to enhance
the resilience of the distribution system [190,191]. Integrating these
resources in the planning phase and observing the trade-off between
these resources against uncertain or extreme events can provide a better
planning portfolio.

3.4.2. Short-term pre-event preparation
Short-term pre-event preparation focuses on resource allocation and

planning strategies that can be implemented just before an extreme
weather event to enhance the resilience of the distribution system. This
includes activities such as pre-staging of resources, crew dispatching,
and network reconfiguration to minimize the impact of the event and
expedite restoration. One approach to short-term pre-event preparation
is the strategic placement of resources, such as emergency response
generators and crews, in strategic locations before an extreme weather
event occurs. This allows for quicker deployment and utilization of
resources immediately after the event, reducing the time required for
restoration. For example, the U.S. Federal Emergency Management
Agency (FEMA) pre-stages emergency response generators before hur-
ricanes or other major events, but the effectiveness of this strategy
depends on the accuracy of the event forecast and the optimal place-
ment of resources [192]. Mathematical models, such as mixed-integer
linear programming models, can be used to optimize the pre-staging of
resources based on various factors, such as forecasted event severity,
expected outage duration, and available resources [151–153].

Short-term preparation also involves proactive network reconfigu-
ration, where the distribution system is strategically reconfigured so
that the damaged sections can be quickly isolated and power can be
restored to unaffected areas once the event occurs. This can be achieved
through automated switching actions or remote-controlled switches
that can be operated remotely, allowing for quicker restoration without
needing physical presence on site [150,193]. Optimization models can
be used to determine the optimal switching actions and reconfiguration
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Fig. 6. Interdependence among various critical infrastructures, namely ICT network, transportation network, natural gas network, and physical power grid.
plans considering system topology, available resources, and outage
duration [129,151]. Furthermore, repair crew deployment and coor-
dination is an essential preparation plan to ensure efficient restoration
efforts. Crews must be strategically deployed to affected areas based
on event severity, expected restoration time, and available resources.
Mathematical models can be used to optimize crew deployment and
scheduling to minimize restoration time and maximize the utilization
of available resources [156]. There are other efforts in pre-allocating
mobile resources as a short-term preparation process [148,149,194].
The main idea is to restore critical loads by forming small MGs with the
available mobile resources for a resilient emergency response to natural
disasters. Such intentionally islanded MGs will have voltage support
grid-forming resources that can energize the islanded loads until the
restoration and repair tasks are completed.

3.4.3. Post-event restoration
Post-event restoration involves activities carried out after an ex-

treme weather event to restore the distribution system to normal opera-
tion. It is one of the most critical components of a system’s resilience, as
quick and effective restoration justifies an efficient planning strategy.
Hence, planning and pre-event preparation are vital in ensuring a
quick and efficient restoration process. Restoration includes repairing
damaged infrastructure, re-configuring the network, and optimizing
allocated resources to expedite restoration [78]. The repair crews must
assess the damage, repair or replace damaged components, and restore
the system to its normal operating condition following an event to
minimize downtime and expedite restoration. Network reconfiguration
also plays a crucial role in post-event restoration. The distribution
system must be reconfigured to restore power to affected areas and
isolate damaged sections. This can be achieved through automated
switching actions or remote-controlled switches. Mixed integer pro-
gramming models can be leveraged to optimize the repair and restora-
tion process by coordinating crew assignments, resource allocation,
and network reconfiguration to minimize restoration time and ensure
efficient utilization of available resources [151–153].

The research on post-event restoration focuses also on the resilience
enhancement against natural disasters using DERs and MGs, with vary-
ing restoration objectives [130,131]. MGs provide an effective solution
on DERs management and utilization for system restoration after ex-
treme weather events [195–201]. Networked MGs consider dispatch-
able as well as non-dispatchable resources for service restoration in
power distribution during long-duration outages [154,155]. MGs can
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also be adaptive in which the formation of MG and load switching
sequence is guided by the nature of extreme events [202]. MGs and
DERs can also be used for sequential service restoration [136,137]. The
DG dispatch and network switching can be coordinated well to generate
a feasible restoration sequence. Furthermore, such restoration can also
be performed in multiple or hierarchical stages [135,156]. Service
restoration can be achieved via dynamic changes in the boundaries of
MGs within a distribution network that includes synchronous-machine
DGs [132,203]. It is vital to maintain the grid frequency throughout
the restoration process [204]. The correlation between switching ac-
tions and frequency deviations is considered and a suitable switching
sequence is formulated that meets the essential requirement of adhering
to the dynamic frequency nadir limit. Some controllers, such as grid-
friendly appliance controllers, can avoid large transients in low inertia
microgrids associated with switching operations for coordination [48].

4. Interdependence between critical infrastructures and power
distribution systems

The inherent interdependencies between power distribution systems
and other critical infrastructures contribute to the resilience of the
community [205]. Fig. 6 shows a high-level overview of the interdepen-
dencies of critical infrastructures with the power distribution system. It
is crucial to understand these interdependencies for effective disaster
response and recovery planning, as disruptions in the power distribu-
tion system can have cascading effects on other critical infrastructures,
amplifying the overall impact on the community [206]. However, there
is little understanding of the complex dynamics, vulnerabilities, and
emerging threats associated with these interdependencies. This section
investigates and analyzes these infrastructure interdependencies, high-
lights the contributions that have been made so far in this problem
space, and addresses some open challenges.

4.1. Information and communication technologies, and power distribution
systems

Interdependent power distribution systems and ICT networks offer
opportunities to mitigate vulnerabilities and leverage infrastructural
convergence. Key trends in analyzing their interdependencies include
increasing data volumes, faster system dynamics, hidden feedback,
renewable portfolio standards, variable energy resources penetration,
network cybersecurity, co-simulation needs, reliability coordination,
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and real-time/data-in-motion analytics. Fig. 6 illustrates the interde-
pendencies between cyber layers and other physical layers of the power
distribution system. Prioritizing cybersecurity is crucial for federal
research and industry. Investigating these interdependencies helps to
develop assessment tools to specify ICT requirements for advanced grid
functionalities and build a strong foundation for new grid management
tools. The deployment of advanced sensing and measurement technolo-
gies facilitates data collection and understanding while improving the
resilience of the system with strategic decisions. The transmission of
data streams, such as measurement data, from field devices to the con-
trol center for monitoring, analysis, and control purposes faces security
risks, including data leaks, hacks, and adversarial intrusion [207,208].
There are four domains – cyber, social, energy market, and distribution
system networks – that interact to enable advanced grid functionalities
and revolutionize grid modernization. However, such interaction also
exposes the network to severe security threats.

Failure or hacking in the cyber layer can have cascading effects
on the physical layer, affecting equipment and services. Understand-
ing the relationship between the distribution grid’s architecture and
control systems is crucial. During extreme weather events, the power
grid becomes highly vulnerable. If cyber intruders breach the con-
trol and communication system when impacted by an extreme event,
it can critically collapse the power grid [209]. Loss of communi-
cation makes damage assessment and asset management nearly im-
possible, leading to incomplete situational awareness. Limited situa-
tional awareness during extreme events hinders decision-making. Ad-
ditionally, considering cyber layer constraints can enhance the re-
silience of the power system, as the cyberinfrastructure is intercon-
nected with the physical layer [210]. Advanced distribution man-
agement systems and networked microgrid control paradigms should
coordinate to address operational conflicts and reconnect microgrids
to the distribution networks after events. In addition, the future of
distribution management systems will see an increased dependence on
distributed resources and distributed architecture, necessitating robust
communication capabilities [211].

4.2. Transportation and power distribution systems

It is essential to model the critical infrastructure dependency be-
tween power distribution and transportation, as the dispatch of the
crew and other mitigation processes can be delayed if the transporta-
tion network is not accessible when the region is affected by an extreme
event. In Fig. 6, the interdependency between the transportation layer
and the physical layer (power grid) is represented. The transportation
system and the operational dependency of the power grid play a critical
role in the resilience enhancement during extreme weather events,
especially when preparing for an upcoming storm by allocating mobile
resources (mobile energy storage, poles, distribution lines, etc.) and
dispatching repair crews for optimal service restoration, calling for
thorough research in understanding and modeling the related interde-
pendencies. During extreme weather events, critical operations, such as
optimal resource planning for rapid system restoration and emergency
evacuation mechanisms, require proper modeling of the transportation
network associated with the power distribution system. To investigate
the critical elements that need upgrading or expansion, the study of
the influence of contingency on traffic flow and power flow can be
a great addition to interdependence modeling [212]. Additionally, the
optimal selection of emergency stations (including distribution centers,
power supply recovery, emergency supplies, medical centers, etc.) re-
quires specific attention during interdependence modeling considering
disaster management [213–215]. Such an interdependence assessment
can greatly help disaster-impacted areas develop a rapid recovery plan.
For example, after Hurricane Maria in Puerto Rico, it took 11 months
to fully restore the power back to its nominal state. One of the primary
reasons for such a lengthy restoration was the lack of proper modeling
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of the transportation systems, preventing efficient crew dispatch [216]. r
4.3. Natural gas and power distribution systems

The primary reasons for the interdependence between natural gas
pipelines and power distribution systems are attributed to the space
and water heating in residential, commercial, and industrial buildings.
In the U.S. residential sector, there is a sharp decline in the use of
natural gas from 58% in 2015 to 42% in 2021 while the use of elec-
tricity has increased to 43% surpassing natural gas usage for the first
time [217]. However, a substantial amount of electricity generation is
still dependent on natural gas, which creates a supply conflict during
extreme cold conditions due to scarce natural gas pipeline capacity.
Considering the historical usage of natural gas for heating purposes,
local distribution companies, the primary supplier of natural gas to end
users, receive higher supply priority than natural gas-based generation
units in case of extreme cold events. Due to increasing dependence on
electricity for space and water heating, the supply deficit of natural gas
puts electricity-dependent customers at a disadvantage as the natural
gas-based generating units may be curtailed in order to prioritize
supply to local distribution companies. In the 2004 New England cold
nap, the real-time price of electricity exceeded ISO-New England’s bid
ap [218]. The day-ahead gas prices at New England’s gas system were
ncreased by nearly ten times their normal price range along with an
ncrease in electricity price.Similarly, natural gas supply disruption was
dentified as the major cause of power outage due to Texas winter
torm Uri in February 2021 [219]. Almost 50% of Texas residents use
lectricity for heating, and most of the casualties due to Winter storm
ri were accounted due to hypothermia and conditions worsened by

reezing conditions. Hence, it is evident that the supply chain bias of
atural gases creates equity concerns about customers using electricity
s opposed to customers using natural gas only for heating.

The interdependence should be modeled to jointly identify the
verall patterns of electricity generation and distribution, with a focus
n the energy requirements of electricity and natural gas. The existing
orks on the integrated study of gas and electric system networks focus
ainly on the transmission of electric power and natural gas [220–
22]. In [221], a modeling strategy is introduced to enhance the coor-
ination between natural gas and the bulk power system, specifically
o assess and improve day-ahead and intraday market coordination.
imilarly, the work in [222] presents a combined expansion planning
odel for gas and electric networks by analyzing the fluctuations in gas
rices during congestion. Although relevant, these studies overlook the
hallenges associated with natural gas pipelines and power distribution
ystems. Due to the increasing dependency of end users on electricity
nd their inadvertent disadvantage during extreme cold events, it is
ssential to incorporate power distribution models, building models,
nd equity-based policy into the simulation study to represent the
verall interdependence accurately. The framework for interdepen-
ence between natural gas and power distribution systems requires
ssessment of integration and automation in these infrastructures. This
ncludes tasks such as identifying threats and hazards, acquiring data,
etermining potential impact zones, assessing initial and cascading
ffects on infrastructural assets from failure events, and identifying
ropagation paths of these disruptive events [223]. Furthermore, power
istribution systems energize the constituent components of the gas
istribution system. The operation of natural gas processing plants
nd other relevant assets, including electricity-powered compressor
tations, depends on the power distribution networks [224]. Failures
n the corresponding power distribution network may propagate to the
as distribution network due to the strong interdependencies [225].
herefore, simultaneous damage to both networks due to extreme
vents can cause severe concern to affected communities and overall

esilience of the critical infrastructures.



Renewable and Sustainable Energy Reviews 189 (2024) 113991S. Paul et al.
4.4. Water and power distribution systems

The manageability and resilience of power and water distribu-
tion system are challenged by their increasing interdependence and
inter-connectivity, as widely studied within water-energy/power nexus
activities [226]. While power system research has made considerable
progress over the years through dedicated research efforts and active
community participation, the tools used in existing studies on water
distribution networks are comparatively less advanced [227]. The key
challenges in managing the increasing interdependence between the
power and water distribution systems include complex coordination
between stakeholders, resource availability and operating expenses,
and increasing pressures of drought and population growth [228].
Additionally, there is a traditional view of water and power distribution
systems as separate and uncoupled systems, resulting in a lack of coor-
dination between them and the absence of a comprehensive framework
for modeling and optimizing their coupled operation and functional-
ities [229]. Moreover, there are concerns that the coupled operation
of these two systems may adversely impact the reliable and quality
operation and distribution of water and power systems [230]. These
two infrastructures are widely interdependent since they share energy,
computing, and communication resources. In heavily loaded power dis-
tribution systems, failures on distant power lines can cause severe water
supply shortages. The water distribution network is heavily energy-
intensive which uses electrical power to treat, store, and distribute
water, and comprises several hydraulic components, including pipes,
pumps, and tanks. Operational failure in one of these two systems can
impact the operation of the other system. For instance, a power outage
can impact the water treatment, storage, and distribution operations
since these processes require electrical power. This interdependence
propagates to health care units and other local businesses requiring
a continuous water supply for their normal operation. For wastewater
treatment units, a discontinuous operation of the machines can cause
serious consequences of contamination of the non-treated wastewater.
Conversely, water shortage can impact many power system operations
as generators require water for cooling. For example, Europe’s 2022
heatwave and drought, considered the worst in 500 years, resulted in
a significant loss of nuclear generation due to water shortage for cool-
ing and hydro generation. Among others, France lost 23% of nuclear
and 24% of hydro generation while Germany lost 50% of its nuclear
generation [231]. The energy crisis affected the electricity markets sig-
nificantly, ultimately affecting the end users. Similarly, after the 2021
winter storm, Texas faced a severe drinking water shortage as utilities
suffered long-duration power outages. As per the Texas Commission
of Environmental Quality, millions of customers were under the boil
water notice while people were boiling snow to quench their thirst or
carry out normal activities [232]. Thus, failure in one system can cause
cascading impacts in the other systems, damaging operational integrity
and causing social and economic impacts [229].

Similar to the challenges in the interdependence of other infras-
tructures, there is a lack of a proper model to characterize the inter-
dependence between water and power distribution systems [233]. It
is important to characterize extreme events that can impact one or
both of the infrastructures and include them in the interdependence
model. In [234], an integrated power and water distribution model
is formulated to identify the propagating impact of power outages on
the water distribution system. A study in [235] provides an insight
into the operational cost and effect on distribution marginal prices
due to coordination between water and power distribution systems.
Additionally, the work provides case studies on potentially using wa-
ter tanks as a means to offset congestion and voltage violations in
the distribution grid in the future. Existing studies focus on an in-
dependent research problem of interdependence. The holistic model,
however, should capture normal and extreme weather or temperature
conditions, infrastructural markets, and economics. The importance of
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coordination is paramount in extreme conditions; hence, it is essential
to develop such a model that captures the aspect of resilience in
normal and extreme conditions. Similarly, research is being carried out
to understand and assess this interdependence using different perfor-
mance metrics [234]. One such metric is the demand satisfaction ratio,
which measures the impact of power failure on the interconnected
water distribution network [236]. The security framework of such
critical interdependent infrastructures must be modeled using differ-
ent state-of-the-art techniques, such as game-theoretic methods [237].
The operation of multi-purpose reservoirs in water distribution net-
works requires interdependent resource allocation between water and
power distribution networks; it can be solved as a multi-objective
optimization problem [238]. Furthermore, multi-infrastructural inter-
dependence modeling paves the way for a more sophisticated resilience
analysis for power distribution systems [205].

5. Research gaps and opportunities

There is a significant research gap in standardizing resilience quan-
tification, modeling, and planning for critical infrastructures such as
power distribution systems. There are several areas where extensive
research can improve the resilience quantification and analysis process.
The research gaps specific to the analysis and enhancements of power
distribution system resilience are summarized in the following sections.

5.1. Proactive decision-making/operational planning

From the utility’s perspective, planning for an upcoming HILP event
is desirable to enhance resilience proactively. Planning includes mech-
anisms to reduce the impacts of an upcoming event or resource al-
location to assist in faster recovery. For instance, staging the repair
crews at appropriate locations, analyzing the availability of supply
resources, and deciding on an appropriate restoration scheme before
the event can help reduce their impacts on the system and help ac-
celerate recovery [156]. The necessity and effectiveness of proactive
decision-making have been extensively discussed for both the bulk
grid [239–241] and distribution systems [156,242–245]. In general,
proactive outage management can help the system recover and restore
faster in the aftermath of an event, thus reducing the overall impact
of the HILP event. However, such a decision-making process involves
a high degree of uncertainty, including extreme weather uncertainty,
damage uncertainty, availability of resources, system loading condi-
tions, and so forth. The uncertain and time-varying nature of HILP
events must be appropriately modeled in the problem formulation for
resilience considerations. The efficacy of proactive planning depends
on the accuracy of models used to account for these uncertainties and
infrastructure considerations. Enhancing forecasting models is a key
avenue for improving planning strategies, as it aids system operators in
narrowing down uncertainty bounds and anticipating future scenarios.
Proactive measures operate on shorter planning horizons, demanding
swift decision-making. Given the complexity of these models, achieving
quick solutions is often a significant challenge. Therefore, methods
that prioritize near-optimal approximations and relaxations can prove
effective in refining planning models.

While high-dimensional, nonlinear models can represent intricate
physical details, they also introduce several algorithmic challenges.
Even mixed-integer linear models, while more tractable, remain com-
putationally demanding due to their non-convex nature. Robust algo-
rithms are needed to solve related decision-making problems that typ-
ically involve solving stochastic non-linear (and often) mixed-integer
optimization problems, which are computationally expensive. It is also
important to model the spatiotemporal characteristics of the avail-
able resources (both human and automated) in the proactive decision-
making process. For instance, fully utilizing a currently available re-
source for a specific outage can impact the operation in the future due
to the inherent stochasticity of the resource and the changing nature of

the event. In such a case, an optimal solution will include multi-stage
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planning to obtain optimal allocation at a given time step, considering
future requirements and uncertainties. This is an even more complex
problem to scale computationally for large-scale nonlinear systems such
as the power grid. Additional research is needed to efficiently solve the
resulting problem considering all the uncertainties related to the event
and resources while appropriately modeling the complex operational
decision-making problems of large-scale power systems.

5.2. System planning for resilience/long-term planning

Resilience planning is a long-term goal for the efficient and ro-
bust operation of electric power distribution systems. Investment plans
are required for infrastructure hardening, including vegetation man-
agement, smart device installations, pole maintenance, upgrades, etc.
Investments are required to install weather stations in high-risk ar-
eas to avoid high-impact extreme events. State-level regulators need
to reevaluate their efforts in prioritizing investments for resilience
enhancement by utility companies and reassess several techniques of re-
silience assessment from the perspective of regulatory decisions which
might impact state-level grid investments (such as DERs). Although
electric utilities are supposedly investing approximately $1 trillion in
the U.S. electric power grid between 2020 and 2030, investments must
be implemented so that economic and national security perspectives
can promote resilience by design. Utility companies require significant
investment to improve security against potential vulnerabilities in dis-
tribution systems. These investments can make the distribution grid
more resilient to HILP events [246].

However, several uncertainties are associated with the planning
process; inappropriately incorporating those can lead to sub-optimal
investment decisions. Therefore, the planning problem should appro-
priately model such uncertainties and the associated risks imposed on
the power delivery systems. Additionally, it is also important to model
those risks in the optimization framework to achieve realistic outcomes
from the planning process. Recently, some current work incorporates
a convex risk measure, namely conditional value-at-risk, when solving
the distribution system restoration problem [247–249]. Similarly, other
works explore the uncertainties associated with the system in the
development of restoration approaches [250–252]. However, the risk
associated with the uncertainties should also be determined for a more
accurate resilience assessment. Hence, while modeling the stochastic
nature of events or available resources, it is equally important to model
associated risks [253,254].

The long-term planning problem presents significant challenges in
terms of modeling, solving, and scalability [255]. Unlike operational
planning, long-term planning requires the consideration of multiple sce-
narios and depends on the number of scenarios and time horizon being
considered. Additionally, long-term planning decisions must account
for the full profile of extreme weather events, necessitating a multi-
hazard model that encompasses various events occurring independently
or simultaneously [256]. Furthermore, it is crucial to have a robust
forecast model with minimal errors to justify future planning deci-
sions [257]. However, one major challenge in multi-hazard modeling
and forecasting is the need for a large number of scenarios to repre-
sent such hazards. Balancing computational efficiency and accuracy is
critical, as incorporating sufficient scenarios is necessary to capture the
high uncertainty associated with HILP events. The long-term planning
model typically includes stages before, during and after the event, but
the complexity grows exponentially with the time horizon, number and
nature of resources, and size of the power grid under consideration.
Uncertainties arise from factors such as future weather conditions, solar
irradiance, battery state-of-charge, and operating conditions of DERs.
To address these challenges, sophisticated tools for scenario generation
and reduction are required to model the problem while retaining
essential information effectively. Future research should also focus
on scalable algorithms and leveraging high-performance computing
13

resources to enhance computational tractability [258,259].
5.3. Modeling and forecasting the impact of natural disasters

The recent and rapid changes in weather and the frequent oc-
currence of natural disasters are alarming, as these events can have
long-lasting impacts. Therefore, modeling and forecasting the effects
of extreme weather events play a major role in the resilient operation
of the power distribution system. Most of the previous works consider
hurricanes as extreme events while assessing the resilience of the
distribution system. It should be noted that different types of extreme
weather events differ significantly in their impact on power distribu-
tion systems, making it challenging to develop a generalized impact
modeling framework. Hence, considering all the parameters affect-
ing the distribution system resilience, a generalized impact modeling
framework is challenging. Additionally, there is a gap in appropriately
modeling the impacts of extreme weather events on power distribu-
tion systems when designing system hardening solutions. Most impact
models are based on the topology of the power system, lacking details
about localized geographical information [28]. Weather forecasting is
vital for routine operations, balancing production and demand. It is
essential to warn of extreme events, making it possible to better manage
demand and supply, prepare a response, and accelerate recovery times.
Utilities lack improved models that downscale global information to
the local level. Comprehensive research is required to develop tools
and skills to interpret the data and understand how meteorological
uncertainty affects current and future operations. Moreover, since the
frequency of these events is extremely low, the available data to
characterize these events are limited. Novel methods are needed to use
limited data to model the impacts at the component and system level
of extreme weather events. There is also a critical need for accurate
predictive event and damage models that use limited data. Weather
data, meteorological data, historical outage reports, and other useful
data sources must be integrated to improve resilience planning and
preparation models for an upcoming event. Furthermore, the study
should also have provisions for integrated studies with multiple critical
infrastructures [237]. The interdependencies between power distribu-
tion and other critical infrastructures, as discussed in Section 4, will be
crucial, as there is a lack of a comprehensive impact assessment model
on interdependent infrastructures due to extreme events.

5.4. Smart grid operation for enhanced resilience

Improved SA and controllability at the distribution level provide
an additional venue to enhance resilience through smart grid opera-
tions. In recent years, advanced metering infrastructure and intelligent
electronic devices such as sensors and telemetered controllers have
been deployed in distribution systems, providing utilities with access to
large and increasing amounts of data [260,261]. Furthermore, phasor
measurement units, which provide real-time synchrophasor data, are
expected to be widely deployed in distribution grids [262]. These
innovative grid-edge technologies enhance SA compared to traditional
approaches, which are labor-intensive and time-consuming. However,
it is not practical to successfully deploy such devices across the network
due to the associated cost and geographical difficulties [263]. There-
fore, a cost–benefit analysis is needed for the design and deployment
of improved state estimation technologies. This can enhance system
monitoring performance and facilitate model validation with post-event
analysis, allowing for accurate decision-making [264].

Another aspect of resilient smart grid operation is enabling non-
traditional ways of operating grids using microgrids and other DER
such as PV, storage, and flexible loads. Recently, DERs have been
extensively examined for resilience enhancement because they support
critical loads during extreme events independent of the bulk power
system in an islanded mode. These DERs can also be effectively engaged
with the help of transactive energy systems. Transactive energy systems

can address operational challenges during abnormal conditions when
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new mechanisms are designed for contingencies [265]. Although con-
ventional approaches for resilience enhancement are usually prepared
from the system operator’s standpoint, the transactive energy systems
mechanism, if appropriately designed, can be utilized to incentivize
customers to engage in activities that shift load to where it is needed
the most and reduce the peak loads, thus relieving stress on the grid
during scarcity [266–268].

5.5. Modeling compound effect of extreme events and equity considerations

Extensive research efforts have been dedicated to assessing the
planning, operation, and valuation of power system resilience when
confronted with the independent occurrence of extreme events, such
as hurricanes, earthquakes, floods, as well as various human-induced
threats like cyberattacks and physical threats [269,270]. Nonetheless,
the assessment of power system resilience within the context of the
compounding effect of extreme events, specifically those related to
temperature fluctuations like heatwaves and cold waves, introduces
distinct challenges [271]. These challenges stem from the compounding
effects of temperature extremes, which can result in increased mortality
rates and a cascade of other severe consequences, including reduced
productivity and property damage [272]. Furthermore, such extreme
temperature-related events can significantly stress the power distribu-
tion grid, increasing electricity demand and leading to brownouts or
blackouts if not managed properly. While there is a growing practice
of managed power outages during severe weather events, there is
limited empirical evidence regarding the impartiality and fairness with
which these planned outages and subsequent restoration efforts are
executed [273]. For instance, research centered on the rolling blackouts
implemented in Texas during the winter storm Uri in 2021 has revealed
a substantial disparity in the scope and duration of these outages [274]
and areas with a high share of minority population were greater than
four times as likely to suffer a blackout than other areas. Furthermore,
during the same event, as discussed in Section 4.3, customers using
electricity for space heating were at a disadvantage as natural gas
supply was prioritized to customers using natural gas for heating. The
power outage’s major cause was natural gas supply disruption [219].
While events such as natural disasters, extreme weather conditions, or
resource shortages are inevitable, the distribution of essential resources
must be done in a way that minimizes disparities and ensures that
disadvantaged communities – defined using indicators such as socioeco-
nomic, demographic, financial, and health – are not disproportionately
affected. Equity-informed metrics should be augmented with traditional
practices that consider system-wide averages (e.g., energy-not-served,
cumulative customers-hours of outages, loss of revenue, and recovery
time) in the planning and operation of distribution utilities. In terms of
recovery and resilience planning for future events, there is no concrete
understanding of how the planning costs should be distributed, as the
economics of resilience is yet to be defined. A study focusing on the
wildfire-resilient distribution system suggested socializing the cost of
resilience as a means of achieving equitable cost distribution [275].
However, communities with higher median income are identified as
higher wildfire risk zones in California, which has suffered from fre-
quent wildfire events now [276]. Therefore, adopting a socialized
resilience cost approach, especially in a diverse community-based area
like California, could disproportionately benefit higher-income commu-
nities. Thus, it is essential to characterize this disparity by integrating
equity considerations into the resilience planning model.

6. Conclusions

Resilience planning and assessment for power distribution systems
have emerged as promising but challenging research topics within
the community. The intricacies associated with these systems require
a thorough investigation of the resilience assessment, quantification,
and analysis processes. This work aims to highlight the significance
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of examining the resilience analysis process of power distribution net-
works during extreme weather events. As this review evolved with
the strategic discussion and analysis of the resilience assessment and
analysis process and the relevant challenges associated with different
domains, it became increasingly evident that ensuring a robust and
resilient power grid is not only an expected characteristic but also an
absolute requirement. It should be noted that certain aspects of power
system resilience, such as transmission system resilience, were beyond
the scope of this work. The power distribution system is advancing
while extreme weather events are increasing in frequency and intensity.
Several research potentials exist to improve resilience assessment and
planning against extreme weather events in power distribution systems,
including proactive planning and long-term planning, improvement in
weather modeling, use of automated grid-edge resources, and consider-
ation of compound hazards and equity within the planning framework.
Future research should explore these areas further to advance the
understanding and implementation of holistic power distribution sys-
tem resilience strategies. To summarize, the following key aspects are
addressed in this review:

• A comprehensive review is presented, highlighting the state-
of-the-art resilience assessment processes and their limitations
within the context of power distribution systems. This includes
an overview of resilience assessment and quantification meth-
ods, an introduction to resilience analysis frameworks, and an
examination of existing resilience metrics.

• The aspects of resilience planning in power distribution systems
are thoroughly discussed. This encompasses event forecasting,
load prioritization, SA, and resource planning and allocation.
The interdependence of critical infrastructure systems is also
analyzed, highlighting the interconnectedness between power dis-
tribution systems, ICT networks, transportation systems, natural
gas distribution systems, and water distribution networks.

• Finally, critical research gaps are identified, and potential op-
portunities are proposed for future contributions in this field.
By highlighting these gaps, it aims to guide current and future
research to address the pressing challenges faced by the power
systems community.

In conclusion, this research provides a comprehensive overview
of resilience planning and assessment in power distribution systems,
offering valuable insights and paving the way for further advance-
ments in this critical area. The outcomes of this work have significant
implications for multiple stakeholders in the energy sector. Industry
stakeholders can leverage the resilience analysis framework to enhance
their resilience planning, infrastructure investments, and operational
strategies to mitigate the impacts of extreme events, as existing utility
planning measures do not incorporate risks [277]. Policymakers can
utilize the insights to shape regulations, standards, and policies that
promote the resilience of power distribution systems, aligning with
global energy, environment, and sustainability goals. Furthermore, the
research underscores the urgency of coordinated action at the interna-
tional level to address the increasing frequency and severity of extreme
events, emphasizing the need for collaborative efforts to build resilient
energy systems, thus fostering a sustainable and climate-resilient future
that prioritizes equitable access and benefits for all.
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